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Introduction

Representatives
of 60 percent
of the biggest
organizations
say that a leak
of business
information—
customer data,
patient records,
or intellectual
property—would
have a high impact.
Thirteen percent
say it would be
disastrous.

The tidal wave of enterprise content continues to grow unabated. In fact, 60 percent
of organizations with 1000 or more employees now have at least 100 TB of content,
and 25 percent have over a petabyte1. It comprises documents, images, video, audio,
corporate files, web content, customer records and more. The difficulty of managing
this volume of data is compounded by the unstructured nature of much of it. In a
patchwork attempt to corral their burgeoning content, many large organizations use
multiple enterprise content management (ECM) systems; almost a third of them have
five or more.2
Given this backdrop, it’s not surprising that information technology leaders are now
scrambling to address the content related issues that are critical
to their organizations’ success in a more streamlined, efficient, and effective way.
Problems they seek to overcome include the following:

Poor User Experience and Its Impact on
Revenues and Productivity
1. Today’s Enterprise Content Demands and
Modern Approach, AIIM Webinar, May 17, 2017

Given the disconnected way in which enterprises manage their data, it’s increasingly
challenging for them to ensure a cohesive user experience.

2. Today’s Enterprise Content Demands and
Modern Approach, AIIM Webinar, May 17, 2017
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For example, customers who painstakingly provide personal information over the
phone to an automated voice response system often have to repeat much of it when
they are connected to a human being. When information does not flow naturally
through an organization, it can tarnish the customer experience and negatively impact
revenues and profitability.
Problems, however, go beyond customers. Employees frequently find themselves
following circuitous paths in search of critical content stored in hard-to-find,
inaccessible places—hard drives, servers, associates’ computers and CDs. Indeed,
professionals spend 50 percent of their time looking for information, and it takes
an average of 18 minutes to locate each document,3 all of which spells disaster for
productivity levels.

The Essential Need for Data Security
Security is vital to meeting compliance requirements and lowering the risk of business
information—customer data, patient records, and intellectual property—getting into
the wrong hands. Leaks from employees to competitors, media or anyone who should
not see private information, are a grave concern. Representatives of 60 percent of the
biggest organizations say such a leak would have a high impact. Thirteen percent say it
would be disastrous.4
To address these issues, you may be wondering whether it’s time to upgrade your
ECM system. Is it past its useful life? A good way to assess this is to look for any one
of the eight critical signs discussed below. If you find one, it means it’s likely time to
invest in a new system that can increase your organization’s data security, employee
productivity and customer satisfaction.

3. Mita Mikado, 7 Stats That Will Make You
Rethink Your Document Management,
Feb 22, 2017
4. Capitalizing on Content: A Compelling ROI for
Change, AIIM, 2011
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8 Signs Your ECM
System Is Obsolete

Accommodating
unstructured data
with supplemental,
makeshift solutions,
leaves the user with
the arduous task of
figuring out how to
create a single view
across unconnected
systems.

1. It Cannot Handle Today’s Content
Today, the growth of complex, unstructured data—documents, PDFs, images, videos,
audio and more—far outpaces that of structured data, which fits neatly into the rows
and columns of databases. Such unstructured data poses a challenge for traditional
ECMs, which are unable to handle rich media alongside traditional content. While
some organizations have instituted a makeshift solution, installing a Digital Asset
Management (DAM) tool for managing rich media to supplement their traditional
ECM, there is no link between them. Because the user is left with the arduous task of
figuring out how to create a single view across the unconnected systems, this solution
is inadequate.
For example, let’s consider automobile insurance case management. Due to the
prevalence of smartphones, when a customer has an accident, the associated
documentation is more likely than ever before to include photographs and videos
along with claims forms. Since all of these content formats are valuable in determining
how to settle a claim, adjusters are far more efficient when they can easily access
everything they need from one system rather than pulling from two or more.
The energy industry offers another scenario where rich and traditional media need
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to play well together. For plant maintenance, there are often how-to videos for the
engineers that might record shutdown procedures for parts of an oil rig. Along with
those videos, there is written documentation. For greatest efficiency, engineers need
to be able to access everything they need from one system.
Ideally, your ECM solution should be able to manage all content types and bring them
together quickly into a single view for users.

2. It Does Not Scale Effectively and Efficiently
To accommodate your ECM requirements, your system needs to scale for the growth
of your enterprise’s demands as well as for seasonal, daily and other fluctuations
caused by volume or the type of tasks it has to perform.

Your ECM should
be able to allocate
servers for specific
tasks, ensuring that
CPU hogs do not
tie up other servers
responsible for
interacting with
users. At Nuxeo,
we call it intelligent
scalability.

Organizations typically scale traditional ECMs vertically—adding more powerful
hardware. Rather than simply pushing existing resources into overdrive, it is more
effective and efficient to scale horizontally. You can do this by using a cloud-native
solution with a modular architecture that can add low-cost commodity hardware as
required, allowing you to expand or contract elastically. Instead of having one fast
sports car that can only go in one direction, you have a fleet of vehicles to use when
needed to reach a variety of destinations.
The other issue that adds to scalability challenges is that some activities, such as video
rendering, are infrastructure intensive. For example, a movie studio may have a 4K
version of a two-hour movie that’s 300 GB. To push it through Netflix, they have to do
the CPU-intensive work of transcoding it into a format optimized for the channel. To
deal with situations like this, your ECM should be able to allocate servers for specific
tasks, ensuring such CPU hogs do not tie up other servers responsible for interacting
with users. At Nuxeo, we call it intelligent scalability.
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3. Users Cannot Find or Use Content Easily
Can your customers, employees, and vendors access the information they need to
collaborate and make decisions at all times of the day and night? It’s not easy because
content may be stored throughout your enterprise in different cloud-based file-sharing
solutions, such as Google Drive and Dropbox, as well as on-premises. To connect
these content repositories and make them accessible around-the-clock, anywhere in
the world, your ECM system must be cloud-native.
Even if the content is available in your ECM system, issues related to search can
impact users’ access to content. They may feel like they are looking for a needle in
a haystack because there are too many search results to sift through. If this is your
problem, you need better metadata modeling. It allows digital content to have more
than one set of metadata, enabling people to search for and find the data they need no
matter the context.
For instance, your legal team may review contracts to ensure the terms and conditions
protect your company. At the same time, your customer support associates may
access the same documents to view expiration dates when working on contract
renewals. Each team needs a different set of data. To maximize productivity, they
should not have to sift through a massive data set to find what they need as is required
with traditional ECMs. Instead, the metadata should be customized to the person who
is searching for information. Metadata modeling puts everything users need at their
fingertips while shielding them from data that distracts them and delays their search.

4. You Cannot Leverage the Latest Technologies and
Innovations
If your ECM cannot
leverage the latest
technologies—
artificial intelligence,
machine learning,
auto-tagging and
more—you will not
be able to innovate
rapidly.

TIT organizations that innovate rapidly provide the greatest value to their enterprises.
However, if your ECM cannot leverage the latest technologies—artificial intelligence,
machine learning, auto-tagging and more—your hands are tied.
To overcome this issue, you need an ECM system that has been developed using open
standards and software development best practices, such as agile development and
continuous integration with an API-first approach. It should offer the ability to extend
any core service by using prebuilt or custom plugins, configuration settings, and
packaged integrations.
Also, if you require a content repository to support heavy workloads, such as bulk
data imports, your ECM system must work with NoSQL databases as well as
SQL databases. This capability enables it to address all your enterprise content
management needs.
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5. You Fear Your Enterprise Content and Processes May
Not Be Compliant or Secure

ECM System
Innovation Success
Attributes:
• Agile software
development
• Extendibility of
core services
• SQL / NoSQL
database
compatibility

When it comes to data security, there is a virtual alphabet soup of regulations with
which to comply. These include, for instance, the Health Insurance Portability and
Accountability Act (HIPAA), the Payment Card Industry Data Security Standard (PCI
DSS) and the General Data Protection Regulation (GDPR), which the European
Union will institute in 2018. Because of these laws, a leak of personally identifiable
data or account information could result in hefty fines. Beyond that, it might damage
your brand’s reputation. Also, loss of proprietary data may weaken your competitive
advantage. Thus, to protect your organization, and customers or patients, it’s essential
to safeguard your company data.
To be confident that your ECM system and processes are compliant and secure from
unauthorized access, you need layers of protection. Before allowing someone to open,
retrieve or change your data, your system must verify the user’s identity and determine
if they are authorized to perform the action they are requesting. For example, the
doctor who is responsible for a patient’s diagnosis needs access to more personal
information than the nurse. Metadata modeling can help ensure that only the right
people can access and use the data they require while protecting it from others who
should not see it.

To be confident that
your ECM system
and processes are
compliant and secure
from unauthorized
access, you need
layers of protection.
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6. Users Cannot Easily and Safely Share Information
Outside Your Organization
Ideally, your ECM
system should make
it easy to grant third
parties temporary
access to a welldefined set of data.
This type of ECM
empowers effective
collaboration while
also providing peace
of mind that data will
remain secure.

Information workers spend about 10 percent of their time collaborating with people
outside of their organizations.5 For instance, let’s go back to the doctor diagnosing
a patient. She needs to work with a consulting physician. To do so, some medical
institutions would have to circumvent their ECM’s security, providing a username
that allows the consulting doctor access to the patient’s medical record. If ironclad
processes and systems are not in place, this practice can be risky. After all, it’s
possible that system administrators will forget to revoke access to content after
the consultation is complete. Worse still, some medical institutions may send the
document to the consulting doctor, and, thus, lose control of it.
Ideally, your ECM system should make it easy to grant third parties temporary
access to a well-defined set of data. This way, a specialist could look at the data for a
predetermined period, perhaps a browser session, to make the diagnosis. After they
finish, the access would expire automatically. This type of ECM empowers effective
collaboration while also providing peace of mind that data will remain secure.

7. You’re Spending Hundreds of Thousands on
Maintenance Contracts and More
It’s likely you have invested a significant amount of money in buying your existing ECM
system, and in many cases, multiple ECM systems. Unfortunately, this results in costly
maintenance contracts, administrative fees, and custom development expenses. Also,
the cost of upgrades may be on top of the annual maintenance fees.

To mitigate costs,
you want an ECM
that comes without
the expensive
maintenance
contracts of legacy
solutions and offers
flexible deployment
options.

To mitigate costs, you want an ECM that comes without the expensive maintenance
contracts of legacy solutions and offers flexible deployment options. A solution that
enables an on-premises, cloud or hybrid deployment provides you the flexibility to
implement it in the way that works best for your organization and to make changes
when necessary. In the long term, this can result in significant savings because you will
not need to modify your platform if, for instance, you move from an on-premises to a
cloud infrastructure. Such a flexible deployment model will also integrate more easily
with your existing solutions day one, so you do not have to migrate everything at once.
A modern ECM solution can increase functionality and decrease total costs
of ownership. Thus, staying with your legacy system means you will bear both
opportunity costs of not meeting your organization’s needs and expenses related to
maintenance and change management.

5. Melissa Webster, Hybrid ECM: The Future
of Enterprise Content Management, IDC,
April 2015
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8. It Is Difficult to Integrate Other Applications with Your
ECM System

Your ECM system
should act as a
bridge between
departmental
knowledge,
allowing users to
access, edit, and
download content
without leaving an
application.

In many organizations, functional silos hamper communication. This can be costly
because it results in duplication of effort, errors and customer dissatisfaction. Human
nature is part of the problem in that people naturally work best with those close to
them and in the same functional area. However, disparate systems often exacerbate
the issue. So applications, such as those for finance, enterprise resource planning
(ERP) and customer relationship management (CRM) must share information.
With many legacy ECM systems, however, it’s difficult if not impossible to connect
applications that run business processes. The gap between these applications that
support different functions can have a detrimental effect on organizational efficiency
and effectiveness.
Your ECM system should act as a bridge between departmental knowledge, allowing
users to access, edit, and download content without leaving an application. A solution
that has an application program interface (API) based on representational state
transfer (REST) technology will enable software programs to communicate with
each other so you can quickly and easily integrate it with other business systems and
applications. Going one step further, your ECM should eliminate some of the need to
connect applications using engineering resources, by including native integrations and
pre-built connections to leading business solutions, such as Salesforce.com.
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Summary

For the foreseeable future, enterprise content will continue to grow along with the
complexity of managing it. Organizations that fail to rise to the challenge will see
downward pressure on revenues and productivity. Thus, a highly-functional ECM
system is more important than ever.
If you are not sure if your organization needs to invest in a modern ECM solution,
determine whether you see one or more of the critical signs that it’s obsolete:

It cannot handle the complexities of
today’s wide array of content

Users cannot easily and safely share
information outside your enterprise

It does not scale effectively and efficiently

You fear your business content and
processes may not be compliant
or secure

Users are unable to find the content they
require quickly and easily

You are spending hundreds of thousands
of dollars on maintenance and upgrades

You cannot fully leverage today’s
advanced technologies

It’s difficult to integrate other applications
into your ECM

If any of these concerns exist, seek out a new ECM solution that addresses them,
enabling your IT department to lead your enterprise toward a more productive and
profitable future.
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About Nuxeo

For organizations that need to make business content shareable across the
enterprise, Nuxeo is a cloud-native content services platform that streamlines
content-intensive operations, making your business more agile and competitive,
lowering compliance risk by protecting the security and integrity of your enterprise
content, and empowering knowledge and case workers by simplifying access to
valuable business information.
Unlike traditional offerings, Nuxeo has been architected to take full
advantage of the cloud and uses a micro-services architecture to
deliver elastic scalability and performance.
Nuxeo provides a complete content services platform and includes
native capabilities such as:
•
•
•
•
•
•
•

content and asset management,
collaboration,
workflow,
search,
analytics,
renditions,
a configurable user experience,

To learn how Nuxeo’s content services platform can improve how
your organization manages content, schedule a custom demo with
one of our solution architects or download the Nuxeo Platform to try
it for yourself.

www.nuxeo.com
8 Signs Your ECM System Is Past Its Useful Life

11

